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15 BN
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1.1.1 ER3ERE

1111 A e FH 75 2836 2 A B IR R B AR 24 (China Classification Society, CCS) fify
FIETIX 24 22 2 B IObR 25 2 IR 2% 22 A PPA B RAEAR (i Bt A L &R S (Computer
Based System, CBS) .

LL12 AR 4 1 AAIATIR B AL AR SEI I 48 22 4 BOR

LL1L3 AR TR MM A S e rd R G LSRR E . A, AISEISAT LS i
B, BAETHEL A k. G SRR .

1.1.2 MHEREMNFZ R EEROMALBE RN RS

1121202447 B 1 B R LUSZIT @4 R DL R NS> 5500 LA R 15 4 25 3
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(1D EEFUATHM (EfEsEEAD
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(3> 500 AR DA B [ B fTAT B e s i

(4) 500 iUl FRE RS,
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NN Gz 4. MR 2 /s BE i E A CBS, 2/ 75 B AR IS 2 25 3 45 SLO
G BLIAHRELR, X R ARG EFEEAIR T

(1) HEHRE,

(2)  BERE;

(3)  HHHARPE RS

(4) RHEAMELHE RS

(5)  KRIRMAIK K Z 55

(6) FRIRKMEHKRS, FEIHEI RS,

(7)) IKE e R K BRI R 5t s

(8) M) (iR By, (RAZRREH, MiATITE)

(9 ATt A ThRE CBS, R Wrek D) Be sz 4% il BEXT AR ANER (E AL BB (Ui
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(10)  FEHELRMINT RS

(11> CCS FTEFMNEFNEL K 1) A1 S MR R4t

1.1.2.3 5 1.1.2.2 & & H) R G K M B EE WML (Internet Protocol, IP) JER R4, HAED
N ZE /D T R AR R A 2 S 3 7 SLO ZO6 M AR EE R, X RGN:

(D FRFE B RS AE I RS

"
=



AEARMZE 22 215

(2> [HIA]3RZE P 48 5

(3)  PRAE LML

(4) MR RS

(5)  ARAT/KABE N EREER OT RERIHA RS (g HED

1.1.2.4 ¥EEL CCS ERIIMAT RGN B 15 2407 K H 1EC 61162-460 54 CCS A1
B A RV E N ASTE B 26 2 B4 3 715 SLO SR A EAC, 2o 3 B BIAEAART, 16N 2 A
TEFASE 4 T 3 715 SLO ZAH A E KR,

1.1.3 CBS MK R ERWIRIE
1.1.3.1 fi¥# CBS 56l 425 1.1.3.1 iR iE4T .

AL R S

7 51. 1. 2. 3Pk CBS K H
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& 1.1.3.1 CBS WKL L ERIKIRIZ
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121 RIBREX
1.2.1.1 J5[az ] (Access Control) : X R LA HAE AN AAIEFNERR#], CFEEH RS
PHRALEE R PAFRGUE EAAIR, SR KRG AR .

1.2.1.2 it (Attack Surface) = ARZFALI AT LLYT 1) R S8R BUCEURE (15 A FT BE A4
MG . BUhmammmae. Koy AyE. ey B i 655 4 21 4 B 2% 10 P A i AN B
XEAUE N IR ARG I 1L IS5 @ A0t o A B Xk L 4 B T DA ER V7 18] ) P A
Zimie g, WAL AR EICARN . BaEE. TSRS B S E TR

1.2.1.3 %551 (Authentication) : % SZARKEE 1) IR PR ALFAIE .
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1.2.1.5 5L %% (Computer Based System, CBS) : —F il 4 FEf FE T3 %, B—4Lm]
HAEAER AT g s g, BB —ANERE AR E H MR, s BrcsE. b, 4
oo LE AR E . Wi CBS A3 IT A1 OT R4t. CBS 1] LU IET M4 iE 1T
RAMHE . MiE CBS WL E sl A@EE 77 BB 52 ) CBS. HAbAE A
(¥] CBS AI/ml HAth R i 12 o

1.2.1.6 (4 (Network) : PEEE &ML Z A1 —FhiksE, DUl 25 1B S Pt
T EdEEeE .

1.2.1.7 W% 424: (Cyber Security) : PZEIET T2 ARG BRI RE . o8
PRI AT A 3R AE

1.2.1.8 MZ5 il (Cyber Attacks) : PLUG ). &5 5155 & A1/ N AA Y R e 13 o~ B
1), EXHIT #1OT R48. THEHMELS . A ATHENLR & AT R p) Bt g AR .

1.2.1.9 M5 44F (Cyber Incident) : ATAT4F4} a5z — A2 MF#E CBS HIA R E =
IREAT AT SE AR, BT AR RS, MEATHE LS E AR, 776 sl L
15 B3 B Br B TE ARG R, X AT A8 75 2R B NS sk s 5 . N AR F R &
BRI WA B0 B SEEAS P B RS CBS AR, AFRSEE IS R, BRI
RGNS LIRS B . MR ARAIE RS,

1.2.1.10 254014 (Cyber Resilience) : Jili> /g A= X 2 S R A2 L R2 i (1) BE ), IX 2L
BRI BN B ENEE RS (OT) Wb Wra ik 51 2y, X Wraiiny gt 2 8a
TN PR 2 4 /a0 B 55 4 BB

L.2.1.11 LRBI1 (Defense in Depth) : SR G BORAERAERE ST I(E B 2250, f£
UL A JEIRAESS TP LA AR B

1.2.1.12 fEE X (Demilitarized Zone, DMZ) : 4 4 4L 26 AP IR 55 FR L4 A1 55 WX 2%
IS AR T I . e ) B P I A 3 X 28 5 il A A e 1) 22 4= SR, FEAE LRI N I 2%
G2 AN BT IR, AN ASSZABAT YR ER A6 T R AR S S A2 FR V5 1)

1.2.1.13 54k % i (Denial of Service, DoS) : 48T —FhEM, BHIESEFFZAL
FH o5 a5 S, 8 I i 55 A a2 v X i 14 5 SR o 0 A U 248 iR 2% i /2 1 P 2 2 ok 3
HEI L G EHUREIR 55 748 K S ELHE 48 AR 55 B 11

1.2.1.14 HEZRS (Essential System) : JYTAARERE . #RHM 2 a4 St Z ARSI
BHLRSG . HERFEAE “ EHEERS” K CREERS” ; EHEEARS RGBT B LHs
AT DAORAFHERE RS IR S5 s O B 55 4R R LE A — 8 7 ERRBLa AT D4R R HEBE AN e 7], (H
X AERFIT AR 2 AR L E IS

1.2.1.15 B K3 (Firewall) : —F@ o) PG fs, AT M ad 70 SO 4 A A% H
FR A 25 i

1.2.1.16 [&ff (Firmware) : AT E&GHIEM, A TR MRS, Wi
A PREE . XE@E R AR, P EEERAE.

1.2.1.17 i (Hardening) : Ff5id i sl b Mok MR FHR R GG I MEAIAT .
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1.2.1.18 {5 24 A (Information Technology, IT) : A[ETH#HEH AR (OT) , MEFHH
PAERE B BB . AR OGN 45

1.2.1.19 {5 2 £%; (Information Technology System, IT R4) : FEJa{# FiHHENEAR,
MHETHEAR, BHAFE, GHEENEEERENEEE LREN RS,

1.2.1.20 £ 54t (Integrated System) : ik 2| — AN AMEFE H B A LI v 240 B
YER T RE /BB & H R R S

1.2.1.21 N12#6l 524 (Intrusion Detection System, IDS) : DL & 5k R 4e05 5,
WP R OB RERE, FFEAT R 1B A& B R

1.2.1.22 NEZBiffl #24; (Intrusion Prevention System, IPS) : VIR FIAIPH ISR &
BT AR A 50 2 BUER A

1.2.1.23 Z#HME: (Logical Network Segment) : 5 “WE” #[A], B2 & HEMEL
LA B A

1.2.1.24 M E: (Network Segment) : A$EFH, MWEJETE OSI )2 LK B #15)°.

1.2.1.25 W48 AZ AL (Network Switch/ Switch) : B FH /0 HAS He kg0l A FE%dR IF
BRI R B B R, TR T B2 1 ()% 2 i e — i % % o

1.2.1.26 BN (Malware) : 215 GEAL AT SEHL RGN HLIERERI R AF .

1.2.1.27 W& &4/ i (Network Transmission Media) : 2% i k& S0 2 181
YyEEES, WFEAELE. L. TRE

1.2.1.28 i M 48474 (Offensive Cyber Manoeuvre) : S3( OT 2¢ IT RGi#fE4s. %
K. . BIREERI AT N

1.2.1.29 ##%5 £4¢ (Operation Technology System) : FT#2{t%dm. &, WM. 24k
A ThRE T EHL R S

1.2.1.30 #£4% R (Operational Technology, OT) : JH T Wil Az sl iiE RS nik 4% 1%
RS BRI OGNS o $A% RG] LA AR e T P A SR 4 o B U A 3

12131 48T (Patch) : B 7E SR O 2R AT SR BRI, DU o2 i i A oAl
BRSSO RAE RGN I REFT

1.2.1.32 ¥ 3 M EL (Physical Network Segment) : [6] “ME” o WP AN RE S Hofth ] BX

4h2e ©

=
INT

1.2.1.33 il (Protocol) = W12 iS5 AL SR 5 1 — LI F RUWANS 5 o B CRT AL
Hnii s, WG R4, AT 2% I8 5 3k T TCP/IP AR A M Il B S (5 -

O ZHEMKIEEEAH RN L, EESGRERMNE)ZE (0ST Layer 2 Al 3) MHAT B A .
@ Mgl L TP HuhE A 2R B E N AT 4% . I ZR B2 TR (i85 R gE B 7E M 4% 2 (0ST layer 3)
{6f P 5% B AR 55 R S L

@ BRI AZ A E BT, SR TR . R (0ST layer 3) FINHZE
(0ST Layer 7) #F&EfCVFERFHLILE B RIS AT e o PR FLAAL 1T JEHR AT LA i BAAN B B A 14 46 SR A
7,

R

i

54T
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1.2.1.34 k5 (Recovery) : il JFSLlid 4 (355, CAAERFEITETHRI, JfE 2% 22
ST S AR AEATRE IS5 . KB DhRE SRR SRR I 1A, DAIB R 2% 22 e e f
IS

1.2.1.35 X1l (Risk Assessment) : A2 FIREHD, @EVATEIHE, FHEFRER
6 110 5 i A B AN A 20 Bt 2

1.2.1.36 X[ (Risk Management) : &— /MR 2087 PRASFIE @ XU F H %2
WG RS B I RS B — AN T2 K, 2B R O A I AK i s s R A2

1.2.1.37 %4 X1 (Security Zone) : fEZATE R 13& FH Vi H A 75 ZEAH [R] 15 ] 217 S CBS
MG . R X — e A O K, IR 11 F N U ) 428 11 S

1.2.1.38 ffii%4<//~ 7] (Shipowner/Company) : A # e HAMA LA N, B
. AREEZEKHEN, MIETE N RIEAGANEE 50T,  FREARIH DT 5 [R] B AR A RLY 55
M5, EWIGEIEIAN], MR CURM) BLRSRERNRE RGBS ) - SME, MRl
PUEE 7 SR B RN E 8 A ] .

1.2.1.39 LRV (Supplier) : SECERL/SHAE o RGEALPFEB & (RECFEERIE) filiG
] BRI, WA RRET ARG RTINS IRARBE . MEBE. Ehled
o PN ST R R R T WARA. TRAWARS.

1.2.1.40 24t (System) : NSEI—ANEEANMREE B 1 4H 2R 28 Bl dw i 1 & A/E T &
GHHE .

1.2.1.41 24251 (System Category) : F= T THE LR G TNRERARAIFIN G2 % 42 DA KK
WEREEN S RGRA, FES AT, UK HIKRG, H40x LI CCS CIFRIRMT A
VL) 257 RSEE 2 =5 6 19 2.6.3 4.

1.2.1.42 R4t % i (Systems Integrator) : 51 57 RH LN B H2 0L 1Y &R o Fn = i 45 15 2 A AR
WITESRME MR G, FHRBERRS IR E N ABALR .. REERFEIE AT ERA
FIEER . FRIEE HAMA LT A H/AR € R 5T, S NNZ A EN AT #&$H

1.2.1.43 A {5 P&t (Trusted Platform Module, TPM) : —Ffiiti T+ 50L& THE L
BT ERATE A .

1.2.1.44 A0[{ZE /%5 (Untrusted Network) : fEIGHE RS A& A 14 V6 B 22 20 AT AT 26

1.2.1.45 fE#LE 1M (Virtual Local Area Network , VLAN) : A B F 2085 10 28 15 5
G AE [F)— W) ) 2% B R4 T 38 TR

1.2.1.46 E#LE M (Virtual Private Network, VPN) : 7 ZEIUA YIFE N 2% 2 1 (1 R 0L
2%, NGB & 2 A AR iRt 2 el s e, RS, 22 i) Al bk 7
i, FRALL R 2RI AT ESZ .

1.2.2 eI At
TR S N OIS0 Mo IR 5 O, S RRASE M, NG ANE B I
SURSCAE, HEGB A T AR/ .
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1.2.2.1 CCS (AT AN ZINTE ) S HAZ Sui R

1.2.2.2 IEC 62443-3-3:2013 Industrial communication networks - Network and system security -
Part 3-3: System security requirements and security levels.
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$3T ASAA R &5 A BB AR &

1.3.1 FRAANE R 2= PR
1.3.1.1 MM Z8 22408 5 N2 :

RERERLE R 2 DR F13.1.1
e 25 FifHE 1
1 SLO R R eTER (UR E26) HIF5HHIAE
2 SL1 FERARIAE 2 P A 2% 2 A B B i
3 SL2 AR ] 2 B W 0 A A O 4% A P B i
4 SL3 SRR FH = 2 5 A O R 2% A F B i R
5 SL4 A AL4VH B BRI 4% S F B A RE

1.3.2 ARAAM 4% & = MRS

1.3.2.1 il & M4 22 BRI, £ S, H4 CCS & BRI Gk, TR
B s &
Cyber Security (M, P[SLO]/S[SLx]/B[+])
Hr,

(1) M AREMEAE R L AT 2R 4 35 2 12K,

(2) P AREMAANHE EATE R EE 4 FEEH 3 iR SLO X RIAE SR, CBS MAME T2 2 &
25 37 SLO XN AR

(3) S ARENGAARL S 5l 2 AFE R S 4 528 3 15 SL1~SL4 X MK, CBS MAVIK
T4 2 &5 3 35 SL1~SL4 Xf B (55K

(4) B FRENRIRIE EATSTISE | =8 5 WHESR, SiZNHE— 1 E 24 CBS i 2
B2 FEEE 39 SLO X RIAEKR, AT AN bR

(5)  MAAMZE 2 A bR S50 77 B4 22 S I MR R LR 1.3.2.1

RRRAMLE REMIMIFESHMNE,. FEMEREFRINXFRE  F1.3.2.1

T 4 TR
bk . A2 s
M 2 P2 A T -
P[SLO] SLO (E26) SLO (E27)
SL1 SL1
SISLx] | AcHE i AR 2 4 gtg gtg
SL4 SL4
. R A P A hr [+ T 5 1 CBS Faih
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J& E27

@: Hrp CBS W2 a5 R I ERAME T AR 2 55 2.

1.3.2.2 RAIE F0 i 9026 52 A S ARG RN, AT AR AR 2 22 4 T 5 OCS B s
L (I8 5 2 2

1.3.2.3 MM 46 22 A BINFR B T OREF BT BUBAIIRE AT & CCS MR ER
1.3.3 BRI

1.3.3.1 Hiif CCS BEAT MY 25 22 AR 56 0P A% i) R e AN/ BN AR, Bif] CCS B CCS )23
Iy SCHURY SR A5 T FIE 6 BN W] 2T PG I 55 [ AN/ BB
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$4% CBS A% A if 15

1.4.1 BRiE R

1.4.1.1 AR%ER 1.1.2.2 HE R CBS £F 4 1.4.2 MU [N 2% 22 4 TR Gk Bl 26 AR, flb
PRI B AR GEER AR/ AT 1) CCS 2 M ek S
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i, LUEZ CBS (1% RS A T T2 kP

1.4.2 CBS MF R L ERERAIFFM

1.4.2.1 4 CBS BTULFEHELZ N, JRN_EASfRvF s bk
(1) CBS KNI KitENLRS;
(2)  CBS 2&A¥EEEH u e B A 2 FE BRI ST R 5.

1.4.2.2 24 CBS i & L N A4 FF, AT LIS bk

(1> CBS UL (W5H e REBMLET IP %)
(2)  CBS AT 1) )B4 1

(3)  CBS T4y a6 XI5 .

1.4.3 CBS M %2 MK T
143.1 X CBS HEAT % 24 AP AE, Wi & CBS MK R RAMEEN) | i
WHEATIRES IS PR T RERE )« BOEHIET (8 CBS MIEHESEgE. st i i
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1442 TEBER BRI, CCS SRR R HEEAT VP R R K AT, e P2 S B
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57 A5H0 R &R % T AE

1.5.1 RpEITE ERIE

LS. 1.1 BRARR 1.1.2.1 BUERIMEARSL,  FAt A il XU Pl F 3 A SR nbe G i, i
JIRGEERLR M AT CCS 4R H i

1.5.1.2 FRTE P2 KU AL MR, 12 1.5.2 B ESRIT R KU PG, SR BEARSS CBS HIMIZ5 X
B vPAliHR s, BAIEW]Z CBS I 2% XU b T AT 32 K

1.5.2 RS TTESEE R RIE

1.5.2.1 A g 28 RGBS 1Al B VG BB 22 /00085 1.1.2.3 P R 4

1.5.2.2 NG5G ATRRE S 4 B55 4 WINELR S E CCS B2 i HAbARE CEAT KU VT AL o
1.5.3 X IEf it

1.5.3.1 i MHA0XURS VAt 1 75 1 CCS F B 560 A U 45 5 A 190 225 RS i g AT KUz A I
.

(@D #0IACS Rec 171 — Recommendation on incorporating cyber risk management into Safety Management Systems
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